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Current and future international sources of medical con-
fidentiality 
I. Introduction 

 
 Health care institutions are  
    processing an enormous  
    amount of personal data 
    (of patients, relatives, third 
    persons etc.)  
 
 Processing is always a 
    matter of exercising power 
    (political dimension) 
 
 

 
 
  
 

TAIEX JHA 50412  3-4 December 2012  Bannasch 3 

http://de.wikipedia.org/w/index.php?title=Datei:Flag_of_Kosovo.svg&filetimestamp=20120710184531


Current and future international sources of medical con-
fidentiality 
I. Introduction 

What is protected? 
 
All data considering visits, treatments and other information 
related to medical care, including the fact that someone is 
undergoing treatment at all. 
 
The oath of secrecy applies to any information a physician may 
gain about a patient in the course of duty. 

 
Medical secrecy must be adhered to in principle towards 
anyone (including the police, prosecution offices, another 
physician, the own family) except the patient himself. 
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Current and future international sources of medical con-
fidentiality 
I. Introduction 

Why is medical confidentiality protected? 
 
1. Purpose: Protection of the individual`s privacy 
 
and 
 
2. Purpose: Protection of public health  
  
„Without such protection those in need of medical assistance may be deterred from 
revealing such information as of personal and intimate nature as may be necessary in order 
to receive appropriate treatment and, even, from seeking such assistance, thereby 
endangering their own health, and, in the case of transmissible deseases, that of the 
community“, cf. ECHR, Z. vs. Finland of 25 February 1997. 
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Current and future international sources of medical con-
fidentiality 
I. Introduction 

Medical confidentiality is the  
indispensable prerequisite for  
medical treatment even in the  
cases of  
 
− discriminating (f. i. HIV positivity)  
or  
− embarrassing (f. i. mental illness)  
 
diseases or diseases deriving from  
 
− political (f. i. riots) or  
− criminal (f. i. stab wounds)  
 
circumstances.  
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 
 Hippocratic Oath (460 to 370 B.C., from the island of Kos, founder 

of medicine as a science and most famous Greek physician), 
classical version: 

  
 “I swear by Apollo Physician and Asclepius and Hygieia and 
 Panaceia and all the gods and goddesses … : 
 …… 
 What I may see or hear in the course of the treatment or even 
 outside of the treatment in regard to the life of men, which on no 
 account one must spread abroad, I will keep to myself, holding such 
 things shameful to be spoken about.” 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 
• The Declaration of Geneva of the World Medical Association of 

1948, which was intended as a revision of the Oath of Hippocrates to 
a formulation of that oath's moral truths that could be 
comprehended and acknowledged in a modern way: 
 

 “I WILL RESPECT the secrets that are confided in me, even 
 after the patient has died;”. 

 
 
 
 
 
 

 http://www.wma.net/en/30publications/10policies/g1/index.html 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 CoE European Convention of Human Rights (ECHR) of 1950: 
   

 
 
 

“Article 8 
Right to respect for private and family life 

“1. Everyone has the right to respect for his private and family life, his home and his 
correspondence. 
2. There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law and is necessary in a democratic society in 
the interests of national security, public safety or the economic well-being of the country, 
for the prevention of disorder or crime, for the protection of health or morals, or for the 
protection of the rights and freedoms of others.” 
 
 

 http://en.wikisource.org/wiki/European_Convention_for_the_Protection_of_Human_Rights_and_F
undamental_Freedoms 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

  CoE Convention for the Protection of Individuals with regard to  
                               Automatic Processing of Personal Data of 28 January 1981 (currently 
                               under revision): 
   

 
 

“Article 6 – Special categories of data 
Personal data revealing racial origin, political opinions or religious or other 
beliefs, as well as personal data concerning health or sexual life, may not be 
processed automatically unless domestic law provides appropriate safeguards. 
The same shall apply to personal data relating to criminal convictions.” 
 
 
 
 
 
 
 http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 Recommendation No. R (97) 5 of the Committee of Ministers to 
                                             Member States on the Protection of Medical Data of 13 February 
                                             1997  
 
 
 Important international source of medical secrecy 
 Comprehensive rules, inter alia: 

− 3. Respect for privacy, appropriate safeguards which must be provided by domestic law, collection 
only by health-care professionals or by individuals or bodies working on behalf of health-care 
professionals, same rules for individuals or bodies working on behalf of health-care, same rules for 
controllers who are not health-care workers 

− 5. Information of the data subject existence of a file, purpose or purposes, the individuals or bodies 
from whom they are or will be collected, the persons or bodies to whom and the purposes for which they 
may be communicated, possibility of refusal, withdrawal of consent, identity of the controller, conditions 
of rights of access and of rectification, if data subject is legally incapacitated the person entitled to act in 
the interest of the data subject; derogations only if provided for by law and necessary in a democratic 
society, prevent a real danger or to suppress a criminal offence, for public health reasons, to protect the 
data subject and the rights and freedoms of others, in medical emergencies. 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 Recommendation No. R (97) 5 of the Committee of Ministers to 
                                             Member States on the Protection of Medical Data of 13 February  
                                             1997  
 

− 7. Communication shall not be communicated in principle; unless other appropriate safeguards are 
provided by domestic law, medical data may only be communicated to a person who is subject to the 
rules of confidentiality; if relevant and provided for by law and constituting a necessary measure in a 
democratic society for public health reasons, prevention of a real danger or the suppression of a specific 
criminal offence, another important public interest; or the protection of the rights and freedoms of others; 
the protection of the data subject or a relative in the genetic line, safeguarding the vital interests of the 
data subject or a third person; fulfilment of specific contractual obligations; establishing, exercising or 
defending a legal claim; consent, if collected in a freely chosen preventive, diagnostic or therapeutic 
context if the patient has not explicitly objected and purpose is not incompatible with the original 
purpose 

− 8. Rights of the data subject access and of rectification; refusal, limitation or delay only if law provides 
for and if this is necessary in a democratic society in the interests of state security, public safety, or the 
suppression of criminal offences; or knowledge is likely to cause serious harm to the data subject's 
health; or the information on the data subject also reveals information on third parties or for statistical or 
for scientific research purposes where there is clearly no risk of an infringement of the privacy. 

 https://wcd.coe.int/com.instranet.InstraServlet?command=com.instranet.CmdBlobGet&InstranetImage=564487&SecMo
de=1&DocId=560582&Usage=2 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 CoE European Convention for the Protection of Human Rights 
                                             and Dignity of the Human Being with regard to the Application of 
                                             Biology and Medicine of 4 April 1997  
 
 
 Provides that “the right to respect for private life in relation to information about his or 

her health” is one of the patient´s rights: 
 

“Article 10 – Private life and right to information 
Everyone has the right to respect for private life in relation to information about his or her 
health.  
Everyone is entitled to know any information collected about his or her health. However, the 
wishes of individuals not to be so informed shall be observed. 
In exceptional cases, restrictions may be placed by law on the exercise of the rights 
contained in paragraph 2 in the interests of the patient.” 

 
 http://conventions.coe.int/Treaty/en/Treaties/Html/164.htm 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 
   CoE Recommendation R (89) 14 on the ethical issues of  
                                                        HIV infections in the health care and social settings of 24 
                                                        October 1989 : 
 
 
“B. Confidentiality 
Public health authorities are recommended to: 
- in relation to reporting of cases 
- ensure that the reporting of Aids cases and, where required by Health Authorities, of seropositivity is 
used for epidemiological purposes only and therefore carried out in strict compliance with appropriate 
confidentiality regulations and in particular that data is transmitted on a non-identifiable basis: 
- to avoid any possible discriminatory use of sensitive health related data, 
- to avoid discouraging individuals from seeking voluntary testing, 
- In relation to the patient-health care worker relationship 
- strongly support respect for confidentiality, if necessary by introducing specific policies, and by 

promoting educational programmes for health care workers to clarify confidentiality issues in relation 
to HIV infection. 

(….)” 
 http://www1.umn.edu/humanrts/instree/coerecr89.html 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 Judgements of the ECtHR such as: 
 (cf. Article 17, 22, 53 of Kosovan Constitution:  
 Direct applicability, i. a. of ECHR, interpretation)  
 
 
 
 M.S. v. Sweden, judgement of 27 August 1997, Reports of Judgements and Decisions 

1997-IV (No violation of the Convention). Communication, without the patient’s consent, of 
personal and confidential medical data by a public authority to another and lack of 
possibility for patient, prior to the measure, to challenge it before a court. 

 
 Z. v. Finland, judgement of 25 February 1997, Reports of Judgements and Decisions 

1997-I (Article 8 of Convention). Seizure of medical records and their inclusion in 
investigation file without the patient’s prior consent in criminal proceedings; limitation of the 
duration of the confidentiality of the medical data concerned; publication of her identity and 
HIV infection in a court judgement given in those proceedings. 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

 
 
 
 L. L. v. France, judgement of 10 October 2006, application no. 7508/02. The applicant 

complained about the production and use in court proceedings of documents from his 
medical records, without his consent and without a medical expert having been appointed 
in that connection. He relied on Article 8 (right to respect for private and family life).  

 
 I. v. Finland, judgement of 3 April 2007, application no. 20511/03, Complains under Article 

8 (right to respect for private life), and Article 6 § 1 (right to a fair trial) and Article 13 (right 
to an effective remedy) that colleagues had unlawfully consulted her confidential patient 
records and that the district health authority had failed to provide adequate safeguards 
against unauthorised access of medical data. 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

  EU (Consolidated) Treaty on the Functioning of the European Union  
  (TFEU) of 1 December 2009 which stresses the need for improving  
  public health, preventing physical and mental illness and diseases,  
  and obviating sources of danger to physical and mental health: 

 
“Article 168 
(1) A high level of human health protection shall be ensured in the definition and 
implementation of all Union policies and activities. 
Union action, which shall complement national policies, shall be directed towards 
improving public health, preventing physical and mental illness and diseases, and 
obviating sources of danger to physical and mental health. (...) 
(2) …. (7).” 
 
 
 
 http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2010:083:0047:0200:en:PDF 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

   EU Directive 95/46/EC of 24 October 1995 (Data Protection Directive) 
 
 
 
 
 Currently still the most important legal basis for the duty to medical secrecy in MS 
 Provides that processing of data concerning health is prohibited in principle (1)  

exempting the health sector (3) that is 
 
− “where processing of the data is required for the purposes of preventive medicine, 

medical diagnosis, the provision of care or treatment or the management of health-
care services, and where those data are processed by a health professional 
subject under national law or rules established by national competent bodies to 
the obligation of professional secrecy or by another person also subject to an 
equivalent obligation of secrecy” 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

  EU Directive 2011/24/EU of 9 March 2011 on the application of  
                                     patients’ rights in cross-border healthcare  
 
 
 
 Provides that the right to privacy has to be ensured: 
 
“Article 4 
Responsibilities of the Member State of Treatment 
1. … 
2. The Member State of treatment shall ensure that: 
(a) ... (d) 
(e) the fundamental right to privacy with respect to the processing of personal data is 
protected in conformity with national measures implementing Union provisions on the 
protection of personal data, in particular Directives 95/46/EC and 2002/58/EC; 
(f) … 
3. … 5.” 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

   Directive 2001/20/EC of 4 April 2001 on the approximation of the laws,  
                               regulations and administrative provisions of the Member States  
                               relating to the implementation of good clinical practice in the conduct 
                               of clinical trials on medicinal products for human use  

 
 Stresses the importance of informed consent and safeguarding the data subjects’ 

privacy and data protection rights:  
 
“Article 3 
Protection of clinical trial subjects  
1. … 2. A clinical trial may be undertaken only if, in particular: 
(a) … (b) the trial subject or, when the person is not able to give informed consent, his legal representative 
has had the opportunity, in a prior interview with the investigator or a member of the investigating team, to 
understand the objectives, risks and inconveniences of the trial, and the conditions under which it is to be 
conducted and has also been informed of his right to withdraw from the trial at any time; 
(c) the rights of the subject to physical and mental integrity, to privacy and to the protection of the data 
concerning him in accordance with Directive 95/46/EC are safeguarded;” 
 
 http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:121:0034:0044:EN:PDF 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 

   Regulation (EC) No 1338/2008 of 16 December 2008 on Community  
                               statistics on public health and health and safety at work  

 
 

 Establishes a common framework for the systematic production of Union statistics on 
public health and health and safety at work and stresses the protection of personal data 
according to Regulation (EC) No 322/97 (data shall be considered confidential when 
they allow statistical units to be identified) and Directive 95/46/EC: 

 
“Article 7 
Transmission, treatment and dissemination of data 
(1) When necessary for the production of Community statistics, Member States shall transmit the 
confidential microdata or, … , the aggregated data, in accordance with the provisions on 
transmission of data subject to confidentiality … (…). Member States shall ensure that the 
transmitted data do not permit the direct identification of the statistical units (individuals) and that 
personal data are protected in compliance with the principles laid down in Directive 95/46/EC.” 

 
 http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:354:0070:0081:EN:PDF 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 
   Future EU legal bases will probably be the EU Commission`s:  

 
 
 
 

 “Proposal for a Regulation of the European Parliament and of the Council on the 
Protection of Individuals with regard to the processing of personal data and on the free 
movement of such data (General Data Protection Regulation)” of 25 January 2012 
 

 “Proposal for a Directive of the European Parliament and of the Council on the 
protection of individuals with regard to the processing of personal data by competent 
authorities for the purposes of prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, and the free movement of such 
data” of 25 January 2012 

 both comprising a definition of health data in Article 4 (12) respectively Article 3 (12): 
 http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 
    

 
 
 

 Comprise a definition of health data in Article 4 (12) respectively Article 3 (12): 
 

“(12) ‘data concerning health’ means any information which relates to the physical or 
mental health of an individual, or to the provision of health services to the individual;” 

 
 Article 9 GDPR provides that processing of data concerning health is prohibited in 

principle (1) exempting the health sector (2) (h) that is 
 
“where: 
(h) processing of data concerning health is necessary for health purposes and subject to 
the conditions and safeguards referred to in Article 81;” 
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Current and future international sources of medical con-
fidentiality 
II. International legal bases (CoE, EU) 
 
    

 
 
 

 Article 81 (1) provides that processing of personal data concerning health  
 
„must be on the basis of Union law or Member State law which shall provide for suitable 
and specific measures to safeguard the data subject's legitimate interests, and be 
necessary for: 
(a) (…) preventive or occupational medicine, medical diagnosis, the provision of care or 
treatment or the management of health-care services, and where those data are processed 
by a health professional subject to the obligation of professional secrecy or another person 
also subject to an equivalent obligation of confidentiality under Member State law or rules 
established by national competent bodies; or 
(b) (…) public interest in the area of public health,  
(c) other reasons of public interest in areas such as social protection, (…) 
2. (…) for historical, statistical or scientific research purposes,  (…) 
3. (…) delegated acts (…)” 
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Current and future international sources of medical con-
fidentiality 
IV. Summary 

 Oldest known data protection rule 
 Fundamental right 
 Two purposes 
 Your own duty 
 UN legal bases 
 CoE legal bases 
 EU legal bases 
 Adaptation of Kosovan laws 
 Technical and organisational  
    measures 
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Current and future international sources of medical con-
fidentiality 
Thank you 

for your attention… 
 

Any questions? 
 
 
 

Lecturer: Mr. Bernhard Bannasch, Deputy Data Protection Commissioner of 
Saxony, Head of division 4 (Police, Justice, Office for the Protection of the 
Constitution, Tax administration, International Affairs, Basic Policy Issues of Data 
Protection), Deputy Press Officer  
Contact: Bernhard-von-Lindenau-Platz 1, D-01067 Dresden, Tel: +49 351 
4935420, F: +49 351 4935490, Mail: bernhard.bannasch@slt.sachsen.de 
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